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What's the Cloud
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« CSA States:

— “The use of a collection of distributed services, applications,
Information and infrastructure comprised of pools of compute,
network, information and storage resources.”

— “...components can be rapidly orchestrated, provisioned,
Implemented and decommissioned using an on-demand utility-like
model of allocation and consumption.”

* NIST CSRC confirms CSA with:

— “Cloud computing is a model for enabling convenient, on-demand
network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications, and
services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction.” -
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What's in a Word

e “The Cloud”

— Catch-all phrase, means different things to different people

* Some say “revolutionary”

* “As enterprises confront cloud computing, they want to know what® going
to enable new and potentially revolutionary business outcomes.” - Dana
Gardner, Principal Analyst, Interarbor Solutions

* Others say “evolutionary”

« “Comes from the early days of the Internet where we drew the network as a
cloud... we didn’t care where the messages went... the cloud hid it from us”
— Kevin Marks, Google

e Others say “more of the same”

— “But, hype aside, cloud computing is nothing new. It® the modern version of
the timesharing model from the 1960s, which was eventually killed by the
rise of the personal computer.” - Bruce Schneier

-
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Cloud Architecture

 Five Principal Characteristics

— Abstraction of Infrastructure (Location independence)

— Resource Democratization (on-demand self-service)

— Services Oriented Architecture (Broad network access)

— Elasticity/Dynamism (Rapid elasticity)

— Utility Model of Consumption & Allocation (Measured service)
* Three Service Models

— SaasS, Paas, laaS

* Four Deployment Models
— Private
— Public
— Managed (Community)
— Hybrid

-
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Principal Characteristics

Abstraction of Infrastructure

— The compute, network and storage infrastructure resources are abstracted from the application and information
resources as a function of service delivery.

— Physical resource that data is processed, transmitted and stored on becomes largely opaque from the perspective
of an application or services’ ability to deliver it.

Resource Democratization

— Provides the capability for pooled resources to be made available and accessible to anyone or anything
authorized to utilize them using standardized methods for doing so.

Services Oriented Architecture

— Utilizing components in whole or part, alone or with integration, provides a services oriented architecture where
resources may be accessed and utilized in a standard way.

 Elasticity/Dynamism
— The on-demand model of Cloud provisioning coupled with high levels of automation, virtualization, and ubiquitous,
reliable and high-speed connectivity provides for the capability to rapidly expand or contract resource allocation to
service definition and requirements using a self-service model that scales to as-needed capacity. Since resources
are pooled, better utilization and service levels can be achieved.
°

Utility Model of Consumption & Allocation

— [Given the above] Allows for dynamic allocation of resources based on any number of governing input
parameters.

— The consumption of resources can then be used to provide an “all-you-can-eat” but “pay-by-the-bite” metered -
utility-cost and usage model. This facilitates greater cost efficiencies and scale as well as manageable and BT
predictive costs.



Principal Characteristics — Security Thoughts

Abstraction of Infrastructure

— Introduces challenges concerning compliance and privacy requirements

Resource Democratization

— Resonates with deperimeteriztion and “university/consumerization model” philosophies

— Will place a great deal of importance on Identity Management (identification, authentication,
authorization)

Services Oriented Architecture

— Willintensify focus on securing applications and testing logic faults
— Ensuring secure protocol implementation and session/transaction security will become paramount

Elasticity/Dynamism

— Information protection as it is stored, processed, and transmitted

Utility Model of Consumption & Allocation

— Information security in the form of “residue”, custodianship, and ownership
— Data integration and retrieval

BT



Cloud Delivery Models

« Software as a Service (SaaS)

— The use of a provider’s application running on a cloud infrastructure and accessible from various
client devices

— The consumer does not manage or control the underlying cloud infrastructure, network, servers,
operating systems, storage, or even individual application capabilities, with the possible exception
of limited user-specific application configuration settings.

* Platform as a Service (PaaS)

— The ability to deploy onto the cloud infrastructure consumer-created applications using
programming languages and tools supported by the provider (e.g., java, python, .Net). The
consumer does not manage or control the underlying cloud infrastructure, network, servers,
operating systems, or storage, but the consumer has control over the deployed applications and
possibly application hosting environment configurations.

e Infrastructure as a Service (laaS)

— The ability to rent processing, storage, networks, and other fundamental computing resources
where the consumer is able to deploy and run arbitrary software, which can include operating
systems and applications.

— The consumer does not manage or control the underlying cloud infrastructure but has control
over operating systems, storage, deployed applications, and possibly select networking
components (e.g., firewalls, load balancers).
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Cloud Delivery Models — Security Thoughts

« XaaS inherently begins to quantify

security options to the consumer

— “In comparing these models, the lower down the
stack the Cloud service provider stops, the more
security capabilities and management the consumer
Is responsible for implementing and managing
themselves.”

» Security Guidance for Critical Areas of Focus in Cloud
Computing, CSA, Domain 1, pg 23

 Implications for consumer security

architecture and methodologies

— Risk and compliance assessments and gap analysis
— Custodianship and responsibility

— Quantification of roles and responsibilities

— Legal and regulatory ecosystems

— Security controls alignment



Cloud Deployment Models

Private

— Single-tenant (dedicated) operating environment

— Physical infrastructure may be owned by and/or physically located in the organization’s
datacenters (on-premise) or that of a designated service provider (off-premise) with an extension
of management and security control planes controlled by the organization or designated service
provider respectively.

Public

— Either a single-tenant (dedicated) or multi-tenant (shared) operating environment

— The physical infrastructure is generally owned by and managed by the designated service
provider and located within the provider’s datacenters (off-premise.)

Managed

— Either a single-tenant (dedicated) or multi-tenant (shared) operating environment

— The physical infrastructure is owned by and/or physically located in the organization’s datacenters
with an extension of management and security control planes controlled by the designated
service provider.

Hybrid
— A combination of public and private cloud offerings that allow for transitive information exchange
and possibly application compatibility and portability across disparate Cloud service offerings and
providers utilizing standard or proprietary methodologies regardless of ownership or location. (aka
Federated)



Cloud Deployment Models — Security Thoughts

 Definitions concerning deployment models will evolve

— Defining layers of control and depth of management
— Virtualization of systems, devices, and components and how they materialize

— Trust and isolation

e Considerations

— The types of application/information/services being managed
— Who manages them and how

— How controls are integrated

— Regulatory issues

Table 1, p. 21 CSA



Thank You

e Questions?
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Bringing it all together
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